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Revision: 003
DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | ® FACILTY CLEARANCE "““'“E"SE CRET
(The requirements of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort.) NONE
2. THIS SPECIFICATION IS FOR: (X and compiste as appiicable) 3. THIS SPECIFICATION iS: (x and complete as applicabls)
a. PRIME CONTRACT NUMBER 8. ORIGINAL (Compiete date in all cases) Date (YYYYMMDO)
X' | N00018-11-C-0011 REVISION: 003 20101115
b. SUBCONTRACT NUMBER b. REVISED (Supersedes all previous specs) Revision No. | Date (YYYYMMDD)
X 003 | 20120727
¢.  SOLICITATION OR OTHER NUMBER Due Date (YYYYMMOD) c. FINAL (Complete item % in all cases) Date (YYYYMMOD)
N00019-09-R-0300
4. IS THIS A FOLLOW-ON CONTRACT? | YES I X | NO [ Yes, compiete the foliowing:
Classified r or g under (P g C: )is to this follow-on contract)
5. IS THIS A FINAL DD FORM 2547 | IVES I X I NO | Yes, complete the following:
In response to the contractor's req dated of the identified classified ial is rized for the perod of
8. CONTRACTOR (inciude Commercisl and Government Entity (CAGE) Code) i
8. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Cods)
DRS C3 & Aviati . .
\viation Company Defense Security Service (DSS) (IOFCL2))
400 Professional Drive
Gaithersburg, MD 20879 66839 7556 Teague Road, Ste. 580
. Hanover, MD 21076
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Nsme, Address, and Zip Code)
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
See Block 13
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Provide Contractor Logistics Support for E-6B Aircraft.
TPOC: Lewis S. Bowman, PMA-271, (301) 757-4209
COR: Byrdene (Debbie) Martin, (405) 736-8520
10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
n.  COMMUNICATIONS SECURITY (COMSEC) INFORMATION X . HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S X
FACILITY OR A GOVERNMENT ACTIVITY
. RESTRICTED DATA X = “RECEIVE CLASSIFIED DOCUMENTS ONLY X
e CATICAL RUCLEAR WEAPON DESIGN TNFGRRATION W | & FECEIVE AND GENERATE CLASSIFIED MATERIAL X
[ @ FORMERLY RESTRICTED DATA X | & FAGHICATE MODIFY, OR STORE CLASSIFIED HARDWARE X
[« INTELLIGENCE INFORMATION s PERFORM SERVICES ONLY X
m Sensitive Compartmented Information (SC1) X . HAVE ACCESS T0 U,S, CLASSIFIED INFORMATION OUTSIDE THE U.S X
PUERTO RICO, U.5. POSSESSIONS AND TRUST TERRITORIES
@ Non-SCl X BE AUTHORIZED TO USE THE SEAVICES OF DEF ENSE TECHNICAL INFORMATION X
CENTER OR OTHER BECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X
9. NATO INFORMATION X | HAVE TEMPEST REQUIREMENTS X
[ h. FOREIGN GOVERNMENT INFORMATION X |+ 'AVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
T UIMITED DISSEMINATION INFORMATION X |© BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
| FOR OFFICIAL USE ONLY INFORMATION X 1. OTHER [SPECIFY) X
k. OTHER (Specity) X
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12. PUBLIC RELEASE. anyinformation (ciassified or unclassiied) pertaining to the shall not be rel for public dissamination sxcant as providod by the Induntral Saeurity Manal ar
niess it has approvad for public ralease by approp U.S. G hority. Prop public release shall be submitted lor approval pror 1o release.
Direct Through (Specity) Subcontractors: shall forward public releases through tha Prime for endorsement and final concurrence by GCA.

Transmissions by non-secure facsimile or E-mail is NOT authorized (by Prime(s) or subcontractor(s)).
Submit ALL Public Releases to:

Command Program Office / Competency Code associated with this contract.
NAVAIR FORM 5720/1 must be completed and attached.

10 the Directorate for Freedom of Information and Security Review, Oica of tha Assi S y of Del (Public Affaire)* for review,
“in the case of non-DoD Usaer ncies, requests for disclosures shall be submitled fo that agency.

13. SECURITY GUIDANCE. The sscurity classilication guidanca needed for this classified effort is identilied below. It any difficulty is encounterad in applying this guidance or if any other contributing
factor indicates a need for changes in this guldance, the contractor is authorized and ged to provide wded changes to challenge the guidance or the classificalion assigned to any
information or material fumished or generated under this contract, and to submit any questions for interpretation of this guicance 1o the official identified below. Pending final decision, the information
involved shall be handled and protacted al the highast level of classification assigned or recommanded. (Fili in as appropriate lor the classified effort. Attach, or forwara under separate correspondsncs,
any documents/guides/extracts refarenced herein. Add additional pages as needed lo provide complete guidance.)

8.a Actual Performance Locations

Commander
Offut Air Force Base
Omaha, NE 68102

Commander
Tinker Air Force Base
Oklahoma City, OK 73102

Commander
Travis Air Force Base
Fairfield, CA 94535-2133

Commander
Naval Air Warfare Center Aircraft Division
Patuxent River, MD 20670

Technical papers, briefings, presentations, either classified or unclassified to be presented at classified symposia shall be suprpitted to AIR-
7.4.1 for approval prior to presentation. Unclassified material submitted for public release (that is not to be presented gt ;:lassﬂned _
symposia) shall be forwarded for review prior to release as stated in item 12 above. Transmission by non-secure facsimile of technical
papers, briefings or presentations is NOT authorized.

Determination of need-to-know in connection with a classified visit is the responsibility of the individual/host who will disclose the classified
information.

10.j - For Official Use Only information generated and/or provided under this contract shall be marked and safeguarded as specified in
DoDM 5200.01 (DeD Information Security P Unclassified Information (CUI)) Vol. 4 {(enclosure 3 print pages 11-17)
available at htip: /e dtic milwhs” corre vald n4f and DoD 5400.7-R, Freedom of Information Program Chapter 3
(print pages 31-42) available at niip wwow o mitwns esicorres/pdi/ 540007 pdf

See page 3 (Additional Data Sheet for DD Form 254)

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. (if Yes, I X I Yes I I No
identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identified the additional
requiremenls. Provide a copy of the requirements to the cognizant security office. Use item 13 if additional space is needsd.)
OPSEC .in contract

15. INSPECTIONS: Elements of this contract are outside the inspection respansibility of the cognizant securhy office. (If Yes, explain and I I Yes I X l No
identify specific areas of elements carved out and the activity responsible for inspection. Use item 13 if additional space is needed.)

NONE

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complate and adequate for safeguarding the classified information to be released or generated
under this classified effort. All questions shall be referred 1o the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (Include Area Code)
V: (301) 9954572 Fax: (301) 757-1483
Contracting Officer/ Industrial Security Specialist e-mail: Sheryl.Gibson @ navy.mil
d. Address (Inciude Zip Code) 17.  REQUIRED DISTRIBUTION
Commander, Naval Air Systems Command X |a CONTRACTOR

Bidg. 2272, Ste. 074, Attn: NAWCAD-7.4.1 b SUBCONTRACTOR.
47123 Buse Road

Patuxent River, MD 20670 ¥ |c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

X |e ADMINISTRATIVE CONTRACTING OFFICER
f.  OTHERS AS NECESSARY (See !tem 13 Above)
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Additional Data Sheet for DD Form 254

11.a - All classified information/material shall be provided by the Government Contracting Agency (GCA)
and safeguarded at the approved actual performance site.

11.j = OPSEC: While performing aboard NAVAIR or NAVAIR sites, the contractor shall comply with the
provisions of OPNAVINST 3432.1 and the local Command/Facility 3432 Instruction Series for Operations

Security as well as any procedures identified in Program-Specific Operations Security Plans and Program
Protection Plans (PPP) as applicable.

The following security classification guide and subsequent updates and revisions are required for

performance of this contract (and will be provided by the Program/Competency Office upon request of the
contractor):

(06-53.2) E-6B Weapon System, dated 30-Jun-2010
If additional security classification is required, contact the TPOC/COR identified in block 9.

tnt"t.Qt-tthtﬁ't'oiittt.t't'tEND OF DD FORM 254 ADDIT'ONAL DATA SHEH " e
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